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COURSE CURRICULUM

Crnermannoct/ Subject: 3.8.12 | YIPABJEHUE HA KHBEPCUTYPHOCTTA
CYBERSECURITY MANAGEMENT

KaTeI[pa/ Depar[ment: HAIIUOHAJIHA U PETUOHAJIHA CUT'YPHOCT
NATIONAL AND REGIONAL SECURITY

(I)aKyJITeT/ Faculty: 5 DAKYJIITET UKOHOMUKA HA UTH®PACTPYKTYPATA
ECONOMICS OF INFRASTRUCTURE FACULTY

IMpogecnonanuo Hanpasienue / Field 3.8 UKOHOMUKA

of Study: ECONOMICS

OO0acT Ha BUCLIE o6pagoBaHHe/ 3. COLIUAJIHU, CTOTAHCKHU U TPABHU HAYKHU /

Area of study:

SOCIAL SCIENCES, ECONOMICS AND LAW

O6pazoBartenHO-KBaIH(UKAINOHHA

crenien/ Educational-qualification Degree:

MAT'UCTHP
MASTER'S DEGREE

[podecnonanna xanupukarwsy/

MAT'UCTBHP IO UKOHOMMKA

Professional Qualification: MASTER OF ECONOMICS
dopma Ha o0yueHue/ PEJOBHO
REGULAR

Form of education:

[ponbmxuTeTHOCT HA 00yUYEeHIETO/
Duration of education:

1 ronuna (2 cemecrnpa)/l year (2 semesters)
540 gaca, 540 classes

Banunen ot/
Valid as of:

2019/2020




Ne no Kon YyeGHa TUCHHUIIHHA Xopapuym Jlekuun Ynp. H3BBH Kpeaurn KonTtpoa Buna
pen Code Courses Hours Lectures Seminars ayIMTOpHA Credits Control JUCIHILIHHA
No 32eTOCT Course type*

Extracurricu
lar
II'bPBU KYPC/FIRST YEAR OF STUDIES
I'bPBU CEMECTBP/FIRST SEMESTER
1 C1001 | Kpuntorpadus B KuGepcurypHocrra/ 60 60 0 90 6 M3MHT/exam C3/Scc
Cryptography in Cybersecurity
2 C1002 | OcnoBu Ha kudepcuryprocrra/ Cybersecurity 60 60 0 90 6 M3MHUT/eXxam C3JI/scC
3 C1003 | IIpaBHM acneKTH HA KHOePCHTYPHOCTTA/ 60 60 0 90 6 H3MAT/eXam C3JI/sccC
Legal Aspects of Cybersecurity
4 C1004 | Cucremu 3a unaycrpuajen kourpoa (ICS) U 60 60 0 90 6 U3MHUT/eXam C3JI/scC
SCADA/ Industrial Control Systems (ICS)
and SCADA
HN36upaem 6i0k: 5.Bpoii ancuuninan 3a n3oop:1
5 01005 | AHTHKPH3HCEH MEHHKMBHT B 60 60 0 90 6 M3MAT/eXam CHUJI/SOC
knbepcurypHocrTa/ Anti-Crisis Management
in Cybersecurity
5 01006 | Teopusi u npakTuka Ha EC B o6i1acTTa Ha 60 60 0 90 6 u3nuT/exam CHULI/SOC
kubepcuryprocrra/ EU Theory and Practice
in the Field of Cybersecurity
O0mo/Total 300 300 0 450 30
II'bPBU KYPC/FIRST YEAR OF STUDIES
BTOPU CEMECTBHP/SECOND SEMESTER
6 C1007 | 3amuTa Ha KPpUTHYHATA HHPPACTPYKTypa/ 45 45 0 90 5 n3IHT/exam C3JI/scC
Protection of Critical Infrastructure
7 C1008 | OcnoBu Ha xudeppasyznapanero/ Cyber 45 45 0 90 5 M3MAT/eXam C3JI/ScC
Intelligence- Essentials
H36upaem 6us0k: 8.5poii aucuunimnnm 3a n3dop:1
8 01009 | JoOpu npakTHKH B KHGepcurypuocrra/ Best 45 45 0 45 3 U3MHUT/eXam CHULI/SOC
Practices in Cybersecurity
8 01010 | MHoBanuu B kudepcurypHoctTa/ Innovations 45 45 0 45 3 M3MHT/exam Cnz/soc
in Cybersecurity

H36upaem 0a0k: 9.5poii nucuunauny 3a usoop:1

9 01011 | Curypnoct B uutepnet/ Internet Security 45 45 0 45 3 H3MAT/eXam CHUJI/SOC

9 01012 | TecTBane 3a npoduB Ha HHGOPMAMOHHHI 45 45 0 45 3 u3nUT/exam Cnz/SoC
cucremu/ Penetration Testing for Information
Systems

HN36upaem omok: 10.5poii aucunninnu 3a n3dop:1

10 F1013 | 3ammura Ha uHOPMALMATA NPH KPU3H/ 60 60 0 60 4 M3MAT/eXam CPU/SFOC
Information Protection During Crysis

10 F1014 | W3kycTBeH HHTEJIEKT B KHGEPCHTYPHOCTTA/ 60 60 0 60 4 u3nuT/exam COH/SFOC
Artificial Intelligence in Cybersecurity

0 JlumiiomHa padora/ Diploma Master Thesis 0 0 0 375 15 M3MUT/EXam

O0mo/Total 240 240 0 705 35
*V31/UCC - VHuBepcHuTeTCKH 3aabipkuTesnHn auciuiuman/University Compulsory Courses

YU/UOC - Vuusepcurercku usbupaemu aucuuminaun/University Optional Courses

C3JI/scC - Cneunanuu 3aabmkutennu aucuuminaw/ Specializing Compulsory Courses

CHUI/SOC - Crneunanuu usbupaemu qucuuuinay/Specializing Optional Courses

D3JI/FCC - ®axynrerHu 3aappkuTennn aucuuman/Faculty Compulsory Courses

DOUJI/FOC - @axynrerHn n3dupaemu qucuuuinHr/Faculty Optional Courses

OO3/FFCC - ®akynarerHu $akyaTaTHBHE AUCUUILIMHY Ge3 npaBo Ha u3bop /Faculty Facultative Compulsory Courses

Y®3/UFCC - VYHuBepcuteTcku (axynTaTHBHU AucLUILIMHK Oe3 mpaBo Ha u36op/University Facultative Compulsory Courses

CO3/SFCC - Crneuuannu (akyaTaTHBHE AUCLUIUIMHY Oe3 npaBo Ha u3bop/Specializing Facultative Compulsory Courses

OOU/FFOC - ®dakynrerHu (akyITaTHBHY JUCLMILIMHY ¢ TIpaBo Ha u36op /Faculty Facultative Optional Courses

YOWU/UFOC - VYuusepcuteTcku (akynTaTHBHH JMCIUILIMHY ¢ ipaBo Ha m30op/University Facultative Optional Courses

COU/SFOC - Creuuannu (akyaTaTHBHE AUCUUIUIMHY C TIpaBo Ha u3bop/Specializing Facultative Optional Courses
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Bpoii Xopapuym Jlekuuu Yupaxuenust H3BBH Kpeantn
Number Hours Lectures Seminars ayInToOpHa Credits
3a2eTOCT
Extracurricular
activity
PEKAITUTY/TALIUA - o6uio 6 m.u
. “ 11 540 540 0 1155 65

RECAPITULATION - total
including
Courses at the University Level/ 0 0 0 0 0 0
Yuueepcumemcku yuebnu oucyunnunu:
C 3aovancumennu/ Compulsory Courses: 0 0 0 0 0 0
o H3oupaemu/ Optional Courses: 0 0 0 0 0 0
F Daxynmamusnu/ Facultative Courses: 0 0 0 0 0 0
Dakynmemnu yueoHu oucyuniunu/ 0 0 0 0 0 0
Courses at the Faculty Level:
C 3aovascumennu/ Compulsory Courses/: 0 0 0 0 0 0
O | H36upaemu/Optional Courses/: 0 0 0 0 0 0
F @axynmamuenu/ Facultative Courses: 0 0 0 0 0 0
Cneu.ua:nfm yueonu oucyunaunu/ 10 540 540 0 780 50
Specializing Courses:
C 3aovasxcumennu/ Compulsory Courses: 6 330 330 0 540 34
o H3zoupaemu/ Optional Courses: 3 150 150 0 180 12
F Daxkynmamuenu/ Facultative Courses: 1 60 60 0 60 4
K | Kypcosu pabomu/ Placement: 0 0 0
I Yueonu npakmuxu/ Internship: 0 0 0
P Ilpeoounnomen cmasic/ Placement: 0 0 0

vporcasnu usnumu/ State Exam: 1 375 15

Yueonusar twian e npuer Ha KC mna xarenpa "HAIIMOHAJIHA UM PETUMOHAJIHA CUT'YPHOCT" or 1.7.2019 1. ¢
mpotokon Ne 29 u ot dakyarereH cbhBer Ha (akyiarer "dakynter HMkoHomuka Ha wuHppacTpyktypara" Ha  2.7.2019 1. ¢
riporokos Ne 37.

The Course Curriculum is approved by the Department of National and Regional Security on 1.7.2019 r. (Record Ne 29) and
by the Faculty Council of Economics of Infrastructure Faculty on 2.7.2019 r. (Record Ne 37).

PBKOBOJAUTEJI KATEJIPA "HAIITUOHAJIHA 1 PETUOHAJIHA CUT'YPHOCT"
HEAD OF DEPARTMENT "NATIONAL AND REGIONAL SECURITY":

/mpod. a-p Aumutsp Jumutpos
Prof. Dr. Dimitar Dimitrov/

JEKAH HA ®AKVIITET MKOHOMUKA HA UHOPACTPYKTYPATA
DEAN OF THE "ECONOMICS OF INFRASTRUCTURE FACULTY™:

/mpod. a-p Aumutsp Jumutpos
Prof. Dr. Dimitar Dimitrov/

ITTABEH CEKPETAP I10 YUEBHUTE ITJIAHOBE
GENERAL SECRETARY FOR COURSE CURRICULUM:

/mot. n-p Anexcaaabp Brikos
Assoc. Prof. Dr. Alexander Valkov/
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